Privacy and knowledge
management:
Challenges in the
design of the Lotus
Discovery Server

The Lotus Discovery Server™ (LDS) is a
knowledge management system that lets
users browse and search for information and
expertise, collaborate instantly with
colleagues, share knowledge, and look for
resources, in a time-efficient manner. Because
a knowledge management system has the
power to make visible what was previously
obscure, privacy issues are of particular
concern. This paper discusses what the LDS
product team learned about privacy issues in
an enterprise knowledge management
product, how it iearned these things, and
what steps the team took to protect users’
privacy, allay their concerns, and promote the
value of the product.

As long as there have been information resources,
companies have nceded the means to manage them,
and many tools have been developed for that pur-
pose. In recent years, companies have come to re-
alize that the increasing complexity of their infor-
mation resources encompasses morc than just data.
It also includes a precious asset—the human knowl-
edge of its employees, its intellectual capital. That
realization has also brought with it the nced to pro-
tect that assct and to make its use within the enter-
prise much more effective. Knowledge that is hid-
den is without value. What is known nceds to be
connected with those who need to know. This is the
chief aim of knowledge management, which extends
prior information management ideas. Although
knowledge management is not itself a technology,
knowledge management technology solutions, such
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as the Lotus Discovery Server® (LDS), have been de-
veloped to realize that aim.

As people work to achieve their goals, they constantly
need to acquire new knowledge. They do so in many
cases by gleaning information from documents cre-
ated by others, but knowing whether such informa-
tion exists and where it might be [ocated is oftcn very
difficult. A knowledge management system can help
with this problem in one way by organizing infor-
mation for users and providing links to the data re-
sources. Many times, however, people make better
and faster progress by learning directly from other
people—on their way to gaining cxpertisc them-
selves, they benefit from someone clse’s expertisc.
How do they find someone who has the knowledge
they need or who can direct them to it? Knowledge-
management technology can help with that also, by
assessing people’s affinities for topics of information
and publishing those affinitics for others to see.

Having a software system make assessments about
people raises a completely new concern—how will
such decisions be made accurately and appropri-
ately? Mistakes in this context can have an adversc
impact on the people involved, possibly subjecting
them to erroncous and obtrusive requests for infor-
mation, or associating them with topics that misrep-
resent their skills and give an inaccurate picture of
who they are. Even if the conclusions are accurate,
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people may not wish to share that information, per-
haps becausc their involvement in a particular area
has lessened, the arca is only tangential to their true
skills, or they simply do not wish to be bothered by
information seckers. Each person’s reputation, pub-
lic persona, and self-image—and his or her privacy—
arc extremely important and must be respected.

When the LDS was first being developed, in 1998,
Web commerce was flourishing, and there was a good
deal of information available about the issues of pri-
vacy in business-to-customer (B2C) and business-to-
business (B2B) contexts (publicized by the Platform
for Privacy Preferences Project' and others). Public
discussion about the particular issues of privacy
within a business enterprisc was slight, however, even
when the first version of LDS was released in the
spring of 2001. In the enterprise, circumstances are
significantly different from B2C and B2B commerce
because the users of the system are the employees
of the enterprise rather than external customers.
Most of the information they need to share to make
the system effective has to do with their job roles and
skills rather than their personal information. Rather
than trying to keep that information hidden from
other people as would be the case for Web com-
merce, the enterprise knowledge management sys-
tem wants to encourage as much information expo-
sure as possible, in order to facilitate the publication
of users’ information affinitics and incrcasc the flow
of knowledge. It must do this while instilling con-
fidence and trust in its users.

In recent years, Web commerce privacy has gotten
even morce attention (see 1BM Privacy Practices on
the Web? and the general references). Australia and
Canada have instituted a national position of Chief
Privacy Officer (CPO). A recent survey of 66 Fortune
500 middle market and emerging technology com-
panics having CPOs indicated that “the functional ori-
cntation of the CPO is still evolving,”? and the im-
portancc of this role is expected to grow in the future.

IBM has implemented privacy software solutions such
as the Enterprise Privacy Architecture* and Tivoli
Privacy Manager for ¢-business.® 1BM has also se-
lected a CPO, established the I1BM Privacy Manage-
ment Council, and instituted the 1BM Privacy Re-
scarch Institute® to promote and advance research
in privacy and data protection technology.

Today, there is more discussion in knowledge man-
agement forums about the importance of privacy and
trust for the success of knowledge management sys-
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tems. The literature for commercial knowledge man-
agement products such as LDS and products from Au-
tonomy’ and Tacit Knowledge Systems?® point to
privacy features, but differences of implementation
make consistent policies and practices across enter-
prise knowledge management products unlikely. As
knowledge management products evolve and im-
prove, the issue of privacy promises to grow in prom-
inence and consequence. In this paper, we present
the considerations that went into the design of pri-
vacy mechanisms in the LDS and discuss the many
issues and challenges involved in designing an effec-
tive knowledge management product which shares
users’ information while safeguarding their privacy.

The Lotus Discovery Server

The LDs’ provides knowledge by using a network of
people, documents, and category objects (that is, con-
cepts or topics) and their relationships, which it cre-
ates from enterprise and external information. We
refer to the information that the system records and
calculates to create this knowledge as the system
“metrics.” This process of knowledge creation is dy-
namic and therefore represents present conditions.
It is also configurable, allowing the system admin-
istrator to change the significance given to various
interactions to reflect the circumstances of a partic-
ular enterprise more accurately, as well as the thresh-
old that determines when the system should deter-
mine affinities.

Using one or more corporate directories, the LDS
creates a profile for each person listed. It also an-
alyzes documents of various types and formats in the
enterprise’s public data, analyzes the content to de-
termine the most salient categories contained in the
data, and organizes those categories into a hierar-
chy tree. It then assigns each document to one or
more categories that best describe its content.

During document analysis, the system also records
meta-data about whatever people it detects—for ex-
ample, information concerning the authoring, link-
ing, and forwarding of a document. From this, it can
derive relationships between the people and the doc-
uments, and, by extension, between the people and
the categories. We define a person whose connec-
tion to a category exceeds a defined threshold as hav-
ing an “affinity” for that category, which to some ex-
tent connotes expertise. Users can find people with
a particular expertise simply by looking at the de-
sired category in the category tree and seeing who
is listed as having an affinity for it.
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The system monitors subsequent use of the docu-
ments and catcgories and uses that information to
constantly adjust the relationship values among the
people, documents, and categories. The system cal-
culates “values” for categories and documents based
on how often the LDS users interact with the cate-
gories and documents. These calculations factor in
dates and times of use, and the system gives more
weight to recent interactions. In this way, affinity
strengths increase and decline over time.

The LDS user interfaces include:

* The Knowledge Map, which provides a means for
browsing and searching the category trce and
shows the relationships among the categories, doc-
uments, and people.

» The person profiles, which contain the personal
information for each user.

* The Knowledge Map Editor, which provides tools
for customizing and managing the category hier-
archy.

¢ The Discovery Control Center, the locus for sys-
tem administration tools.

Additional description of the LDS can be found in
a previous edition of this journal. '

Planning and design. Throughout the Discovery
Server project, the product design team sought to
apply user-centered design techniques to understand
our audience, determine user requirements through
role and task analysis, survey competitive products
and related domains, and repeatedly confirm our as-
sumptions with a wide and informed set of advisors.

From the beginning, members of the product team
realized that the very elements that would make the
system valuable might also make its participants un-
casy. We designed the product to reveal the cate-
gories that underlie an enterprise’s many data stores
so that its users could see what information was avail-
able to them as well as to identify expertisc in an
automated way by measuring the connections be-
tween those categories and particular individuals.
Though this would reveal and organize only infor-
mation that was already available, the team learned
from the unpreccdented access to public informa-
tion by Internet users how disconcerting such rev-
elations could be. However, the parallels to the In-
ternet were limited: the LDS would deal with
enterprise information, owned by corporations
rather than by individuals, and because it would pro-
vide a set of services for which there was little ex-
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isting competition, the product team knew it would
be breaking new ground. The team needed to start
from the lessons of the Internet but also needed to
consider a completely new set of special concerns.

The LDS project leader began by looking at the in-
formation acquired by existing data-mining tools,
some of which could, for example, report a great deal
of detail about a person’s computer use. Some of
these tools had a comprehensive set of options that
let users limit the system’s probing into their prac-
tices. In the best cases, the system let users opt in
(that is, volunteer information) rather than asking
them to opt out. The project leader realized that user
preference was a key part of enabling users to con-
trol the system, and an initial privacy policy was
drafted, stating:

Information can be public or private. Authorship
of widely circulated documents and membership
in directory groups with open access is public, and
everything else is private. The default policy gives
users control over the access to, and publication
of, information derived from their private infor-
mation, though override mechanisms are provided
for system administrators.

As the product’s Jead designer, I had the responsi-
bility to research and implement this policy, plan the
supporting features, design the user interface, and
make sure that everything could be implemented rea-
sonably. I began by considering my own experiences
with Internet resources, concerning both public data
and personal data that I had provided for activities
such as online shopping. I also referred to user roles
and cases developed in conjunction with my co-de-
signer to consider the different types of privacy per-
spectives that we would need to accommodate. From
this, [ drafted a set of issues, detailed below, and dis-
cussed them with various colleagues on the project
team and elsewhere.

One of the great assets available to the product team
was a council of design partners, consisting of rep-
resentatives from various corporations interested in
knowledge management. We met with them at reg-
ular intervals during the project to get their advice
on product issues and design directions. Our prod-
uct managers reviewed the privacy policy at brief-
ings with the partners and with other Lotus custom-
ers, getting their input and corroboration. They also
represented LDS at an internal IBM project review of
product privacy policies and confirmed them with
1BM’s Chief Privacy Officer.
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Usability testing for the first release of LDS ranged
from early paper prototypes to videotaped labora-
tory sessions. During testing, the design and usabil-
ity team members designed tasks to illuminate pri-
vacy issues and looked for unexpected ways such
issues might manifest themselves.

From the various research processes above, it be-
came clear that achieving a successful design would
require understanding user expectations, identifying
privacy issues, defining strategies for product suc-
cess, and then designing the user interface.

Understanding user expectations. To gauge the
scope of issues we would encounter, we assessed ex-
isting circumstances that we thought would affect
perceptions of LDS.

Lack of product precedents. As an innovative prod-
uct in an innovative product category, LDS would be
used by users who had no experience with knowl-
edge management applications. The product “type”
itself would not help set user expectations about pri-
vacy. Understanding the sometimes complex set of
relationships presented by the Knowledge Map’s net-
work of people, documents, and categories would
be challenging for them. People might well regard
with puzzlement and skepticism any product claims
to reveal expertise. The enormous potential of the
product could tend to make users suspicious rather
than confident. Throughout the project, our conver-
sations with design partners and our usability tests
confirmed that this was true.

The Internet and Web browsers. Because we designed
the Knowledge Map and profile user interfaces to
run in a Web browser, other experiences with brows-
ers would understandably color user expectations,
and we thought that in large measure users would
conclude they were on the Internet, rather than in
atraditional software application. It is likely that their
previous Internet experiences would have left them
concerned about “cookies,” passwords, obtrusive ad-
vertisements, unsecured data fields, and so forth. For
many, such artifacts have produced the feeling that
Internet interactions, even simple browsing, may tap
their personal information without their knowledge.

Privacy policies and guidelines for Internet applica-
tions have been emerging for some time but are far
from resolved. There are different cultural assump-
tions in different parts of the world, and the strin-
gency of privacy laws varies widely from country to
country. The design team also noted in usability tests
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that people of different ages had different expecta-
tions about Internet privacy.

In all, people’s expectations for products that they
experience through a browser are diverse and fluc-
tuating. LDS is not a pure Internet application, how-
ever, and the experience of using LDS is unlike the
experience of using the Internet in several ways that
may contribute to a user’s anxiety. One factor is that
the likelihood of LDS users finding documents they
themsclves authored is much greater than when
browsing the Internet, because LDS specifically tar-
gets data from the user’s own corporation. Another
factor is that LDS introduces derived information,
such as document values and affinity strengths, which
are nonexistent or invisible when browsing the In-
ternet. The novelty of these two factors, while per-
haps contributing to a user’s curiosity, may also in-
creasc the sense of uncertainty.

Change in users’ expectations. As with any complex
product, we expected users’ expectations to change
over time as they became more familiar with the
product. We believed that their reactions would fol-
low a logical progression:

1. Contusion.
At first, people would face new concepts—ask-
ing for cxample, “What are affinities?”

2. Suspicion.
After they understood the concepts, they would
wonder how the product works. “How does the
system know that? How accurate is its assess-
ment? Does it reveal things in appropriate ways?”

3. Desire for control.

Bascd on their conclusions about accuracy, users
would want some measure of control over the sys-
tem’s evaluations. “Am 1 forced to participate?
Do I have a say in what the system concludes?”
System administrators would want the ability to
tune the system to get the best accuracy for their
particular sites and circumstances, and would
want a say in the way privacy policies are imple-
mented.

4. Trust.
If provided with a product that solved these prob-
lems, people would feel comfortable and discover
and appreciate the benefits of the system.

Identifying privacy issues. With these expectations
in mind, we nceded to draw on our various inter-
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views and analyses to identify specific privacy issues
and form a strategy for dealing with them. We found
that after potential users understood how the prod-
uct would analyze and organize information and how
it would derive affinity strengths and document and
category values, they often had the following ques-
tions:

* Would the system display only appropriate infor-
mation?

» Would the system use only appropriate informa-
tion to reach its conclusions?

* Evenifit used appropriate information, would the
system rcach conclusions accurately?

» Would system users have control over sources of
information about them?

* Would system users have control over conclusions
made about them?

* Would the system allow access to information that
was intentionally limited?

Our review of the role of product system adminis-
trator revealed an additional question.

* Recognizing that enterprise requirements in dif-
ferent domains and regions might differ, would the
system provide flexibility in controlling privacy pol-
icies?

Additionally, we knew that the most critical prob-
lem was whether uncertainty about these issues
would prevent people from appreciating the value
of the tools we were giving them. If it did, all the
advantages of the solutions would be useless, and
the product would fail.

Strategies for product success. To ensure that the
product would succeed, we devised a set of strate-
gies to cope with the uncertainties we had identified,
as outlined in the following sections.

Displaying appropriate information. Qur research sub-
stantiated the early decision to prevent the display
of private information, so we designed the product
to follow certain guidelines: (1) The system would
use only public information from enterprise data
sources about people, selected by the system admin-
istrator, to populate the person profiles. (2) Though
it might have access to private data, such as e-mail,
the system would create categories only from public
data. (3) By default, the system would notify users
of any affinities that it had detected for them and
require their review and approval before publishing
those affinities. It would hide any information about
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rejected affinities. (4) The system would respect any
information security policies already in place for the
public data sources. (For related issucs, see the sce-
tion “Respecting existing security policies” that fol-
lows.)

Deriving knowledge using appropriate information. As
mentioned earlier, pcople were concerned about how
the system might use their private information, cven
if not visible to others, to infer knowledge about
them. To alleviate those concerns we designed the
system to create affinities between users and public
categories only. It would not generate affinitics based
on any information discovered in private data. Al-
though the system might use information from pri-
vate e-mail data to moditfy affinity scorcs, by default
it would need the permission of the e-mail data’s
owner (that is, any person—sender or recipicnt—
who has a copy of the e-mail) to do so. The system
would not reveal any information about the ¢-mail
data itself.

Anticipating uncertainty and explaining policies. It was
clear to us that we wanted to answer the “uncertain-
ty” questions we had identified through our rescarch
and detailed in the earlier scction “Identifying pri-
vacy issues.” We chose to design the product so that,
as much as possible, it addresscd these questions di-
rectly in the user interface. First, we wrote extensive
explanations for the anticipated issucs and rcfer-
enced them in the product’s help system. Then we
designed the user interface to include help links and
in-place documentation to clarify the featurcs where
they appear. More information about the interface
details is given in the section “Designing the user
interface.”

Setting reasonable expectations. Wc designed 1.DS
to be dynamic. By opening, forwarding, and linking
documents, users express their opinions about the
usefulness of those documents. As the system senscs
these interactions, it recalculates the metrics used
for affinity strengths and document and category val-
ues. Over time, this tends to smooth out outlying val-
ues and increase the accuracy of the scorcs.

The metrics system does not ensure the precision of
any particular instance of a document or catcgory
value or of affinity strength. Such values arc, of ne-
cessity, determined by the particular circumstances
of the data and the domain of the enterprise.

To give users a better perspective on the important
part their judgment plays when using the system, the
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product design team wanted not only to react to their
expectations, but also to anticipate and clarify their
questions by choosing our terminology appropriately.

Rather than claiming that it will come to particular
conclusions, LDS documentation and instructions at-
tempt to quantify the characteristics of interactions
between users and categories of information. For ex-

We designed ways
to help users conirol
the creation of affinities
to suit thelr needs.

ample, we use the term “affinity” rather than “ex-
pertise” when talking about a user’s relationship to
a certain subject, in the belief that, because the sys-
tem creates an affinity from users’ real interactions
with real data, it is a good indicator of expertise. Sys-
tems that rely on their users to manually update rec-
ords of their skills or to “vote” on the skills of others
are arbitrary, static, or both, and find their precision
to be transient.

Understanding these concepts helps users realize
that an assessment of expertisc is an educated sug-
gestion, and that they and others still play a large
role in interpreting the information conveyed by the
system. Expertise is still in the eye of the beholder.

Finally, we wanted to justify users’ expectations by
making affinity judgments flexible. To that end, we
designed ways to help users control the creation of
affinities to suit their needs. This is described fur-
ther in the section “Providing choice, flexibility, and
user control.”

Respecting existing security policies. Through our re-
search on Internet privacy issues and our prior ex-
periences in developing other applications, we un-
derstood the importance of security in various forms.

To properly gauge the interactions between a par-
ticular user and documents and categories, LDS must
know who the user is. For this reason, the system
requires each user to verify his or her identity by log-
ging in.

The system must also respect existing data access
rights. For example, LDS must not override the doc-
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ument security provided by the operating system or
other applications. Knowing the identity of the user,
LDS does not show in the Knowledge Map any se-
cure document for which the user does not have ac-
cess rights.

The system does not expose concepts that are not
germane to the enterprise. LDS creates its category
tree by using the concepts found in public data from
sources provided by the system administrator. It also
creates the affinities between categories and people
by using that public data. Optionally, users can
choose to let LDS look for affinities by using their
e-mail data, but the system bases those affinities only
on concepts derived from the public data, not on cat-
egories detected in the e-mail.

As an additional protection, LDS provides the Knowl-
edge Map Editor user interface for the renaming,
reconstituting, or removing of any categories they
deem inappropriate or erroneous. See Figure 1 for
the Knowledge Map home page and Figure 2 for an
example of the Knowledge Map, second level.

Providing choice, flexibility, and user control. The fea-
tures we created to give users control over the use
of their private information are affected by the sys-
tem administrator’s choices as set in the Discovery
Control Center. By default, LDS provides settings that
give users a maximum of choice, and we encourage
customers to retain them. The default and alternate
settings are described in the section “Administra-
tion.”

Affinities. When the system calculates that a user’s
connection to a particular category exceeds the
threshold value, it sends an e-mail notification to that
user. The message explains why affinities are useful
and contains a hyperlink to his person profile. The
profile contains a message explaining the proposed
affinities for the user to review. The user clicks a but-
ton to edit the profile and sees a list of one or more
categories representing proposed affinities. Each cat-
egory is also hyperlinked. If they wish, users can click
the link to open the Knowledge Map browsing in-
terface at the specified category. This allows a uscr
to review the category in its context—its place in the
category hierarchy, documents conceptually con-
nected to it, other users who already have an affinity
for it, and so forth. The list of proposed affinities in
the profile provides choices that let the user decide
whether to approve each proposed affinity, reject it,
or defer the decision. Figure 3 is an example of a
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Figure 1 Knowledge Map home page

[Nollodge Map Browse & Search Actonsy, .« HioD ¥
Search  everything about B | o0
Browse: Click here for a quick introduction.

of: Competitive Information

af: Cross-Product Technologies
of: eLearning

oj: eMeetings

- eWorkplaces

uf: Global Product Development
of: Knowledge Discovery

ofi Messaging and Wireless

uf: Services

person profile. Figure 4 shows the person profile in
edit mode.

When the uscr approves an affinity, the system adds
the user’s name to the Knowledge Map list of peo-
ple with affinities for that category. It also adds the
category to the list of affinitics in the uscr’s profile.
If the user rejects the affinity, the system does not
publish it and never proposes it again.

If a user later decides to publish a rejected affinity,
or to publish an affinity that the system has not pro-
posed, he or she can use a menu choice in the Knowl-
edge Map to declare an affinity for a category, and
the system will publish it.

If a user decides at any time to stop the publication
of an affinity, he or she can edit the profile and re-
ject the affinity, after which the system will remove
that name from the Knowledge Map list of people
with affinitics for the category. It will also remove
the category from the list of affinities in the user’s
profile.

Recognizing that user control is important, the LDS
design includes two manual mechanisms for creat-
ing affinities. The first allows any user to declare a
personal affinity, and the second allows an approved
manager to declare an affinity for someone else. For
aself-declared affinity, the system initially assigns the
lowest affinity strength because an “unqualificd”
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opinion, rather than system “evidence,” is the source
of the affinity. For a manager-declarcd affinity, the
system assigns the highest affinity strength becausc
it is based on a “qualified” opinion. This provides
a way for managers to “declarc” an expert for a cat-
egory, which is especially important in the early
stages of product deployment, when little evidence
may have been accumulated. In both cases, the LD$
metrics system adjusts the affinity strengths over time
according to the real interactions between users and
information, just as it does with affinities that it has
discovered.

Affinity assignment policy. To provide the means to
change system privacy policies to suit particular re-
quirements, the Discovery Control Center contains
a mechanism that lets administrators override the
default settings for user approval and e-mail anal-
ysis. As indicated earlicr, the default policy dictates
that users be notified of, and approve, any proposed
affinities, before such affinitics are published.

Changing the default settings is illegal in some coun-
tries where users must be notified of information
about them that a software system has collected, and
must approve the sharing of that information. The
LDS white papers, administration guide, and FAQs
(frequently asked questions) all note the presence
of the system options and require that a corporate
privacy authority ensure compliance of the 1.D§ af-
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Figure 2 Example of Knowledge Map, second level

Knowledge Map Browse & Search

Actions ¥ Help ¢

'Search  everything about ~ q

Browse: Home>Knowledge Discovery

% 1 within this category Mggj

Subcategories Documents About (25+) = D? Value | File Type
Domino Extended . - e L
Search LDS API Test Plan 3 Lotus Notes e
of: Domino.Doc ‘ o
_ . (press release) New Enterprise 2 Lotus Notes
of: Lotus Discovery Software Harnesses the
Server Power of Social Networks for
S bt WabiContont Corporate Portals and Intranets
Management System Discovery Server Customer Council 2 Lotus Notes
of: Lotus Workflow Milestones IV
; ; |
groJeCt Information _Qlille Invantans. Lotue Consultina/l PS 1 |_atus Notes EEerRiE ‘:‘;}
v Documents Displayed: 1-25 of 25+ Next
of: KM Competitive s o ” -
People Who Know About = [ | Affinity v | Job Title
1 John Ritsko/Watson/IBM 52 Distinguished Engineer -
u David Seidman/Watson/IBM 24 Senior Program Manager
s Andy Schirmer/Westford/IBM 23 Product Design
e Shirley Ackerman/Watson/IBM 20 Chief Architect
-y H

finity policy settings with applicable governmental
and industrial rules.

In addition, by default, there is no limit on the time
a uscr can take to decide whether to publish an af-
finity. Because the publishing of affinities is an im-
portant part of the knowledge made visible by LDs,
it is undesirable to let potential affinities languish.
To prevent this, there is an optional time-out set-
ting that lets administrators automatically publish
pending proposed affinities that users have not ap-
proved or rejected by the end of a waiting period.
The administrator determines the length of the wait-
ing period, and the system automatically generates
reminder c-mails to warn users when they are close
to the deadline.

For various reasons, administrators may even want
to override the user approval process entirely, and
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there is a setting to force the publishing of affinities
as soon as the system discovers them. This is par-
ticularly useful during the initial deployment of LDS,
perhaps using test or limited data, to allow the ad-
ministrator to test and alter affinity threshold set-
tings to best effect.

Itis important to note that the administrative policy
settings never remove a user’s ability to declare a
new affinity or to reject an existing one.

E-mail privacy. While editing their profiles, users can
also choose whether to allow the system to compare
the concepts in their private e-mail data with the cat-
egories derived from public data. This setting is off
by default, but if a user turns it on, the system can
use this additional important information to propose
new affinities.
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While this setting is on, the system will periodically
reevaluate the user’s e-mail to look for additional
affinitics in new messages. Users can turn the set-
ting off or on again at any time.

E-mail mining policy. During our research, some de-
sign partners told us that their users’ e-mail, rather
than the enterprise’s public data, represented most
of their enterprise’s knowledge. For this reason, the
option to analyze users’ e-mail for affinities was es-
pecially important. When e-mail analysis is essen-
tial, the administrator can set an override that al-
lows it by default.

Limiting information. To protect the enterprise as a
whole, we designed the product so that the enter-
prise maintains control of the metrics data created
by the system. LDS transfers no information to any
entity outside the enterprise.

Ensuring accuracy. Because the accuracy of inference
isa primary concern of the users of a knowledge man-
agement system, we made the LDS metrics as pre-
cise as we could. However, knowing that there would
be many circumstances we could not anticipate, and
that circumstances would vary among enterprises,
we planned the LDS metrics functions so that the al-
gorithms are configurable. The complex metrics that
compute activity levels, affinity strengths, values, and
so forth, use a number of individual component met-
rics, each of which has a weighting factor. The char-
acteristics of an enterprise’s particular knowledge do-
main or culture may require that the system
administrator optimize the algorithms by adjusting
the component weighting. In addition, it is possible
to plug in custom algorithms to further modify the
complex metrics.

Administration. System administrators can control
many elements of LDS behavior by using the Discov-
ery Control Center (see Figure 5). Our research
showed that, in addition to the user protections de-
scribed earlier, administrators would need the abil-
ity to tailor the privacy policies of the system to fit
the needs of their enterprise. They would also want
certain general protections for their enterprise. As
mentioned earlier in the section “Affinity assignment
policy,” one such protection is provided by the Dis-
covery Control Center mechanism that lets admin-
istrators override the default settings for user ap-
proval and e-mail analysis.

Another Discovery Control Center service is the
Metrics Report, which we designed to help admin-
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Figure 3  Example of Knowledge Map person profile
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istrators assess and manage system use. It provides
a level of detail about categories, documents, and
people beyond what the user interface, the Knowl-
edge Map, shows. Because of the greater sensitivity
of the information presented in those reports, we re-
stricted their use to administrators. Beyond that, we
made some purposeful decisions to protect individ-
ual privacy by limiting the type of information that
the reports produce, primarily by using aggregate val-
ues rather than low-level metrics reflecting informa-
tion on individuals.

Demonstrating the value of LDS. In great part, LDS
is exciting because of its ability to evaluate the
strength of people’s connections to concepts by an-
alyzing their interactions with information. It is also
dynamic—it continues to reveal new categories and
affinities as new information and people come into
it. Affinities increase or decline over time, based on
users’ interactions with categories and documents.
The system keeps things up to date without requir-
ing users to manually adjust the relevance values of
their skills. Such benefits make it much more valu-
able than other more manual, less thoughtful sys-
tems, which pepper users with keywords and nag
them to revise the records of their skills and vote on
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Figure 4 Knowledge Map person profile in edit mode
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the perceived value of documents. Such techniques
interfere with the users’ true goal—to get their work
done—and quickly overwhelm users’ tolerance and
willingness to take part.

Because of the ways LDS infers knowledge (described
in “The Lotus Discovery Server” and “Setting rea-
sonable expectations”), LDS works better as more
people use it. To encourage user participation, it is
important to properly convey the depth of the ben-
efits of LDS to its potential user audience. One way
to do that, of course, is to document the features,
which we did by writing a product methodology guide
containing recommendations, process guidelines,
and deployment scenarios. These materials, and the
extensive help system, convey a clear picture of the
system’s potential benefits.

More compelling evidence of the system’s value
comes when users actually find it helping them with
their work. The ability of LDS to display associated
documents and people for any category that the user
is browsing is a tremendous advantage over systems
that require users to search for information and to
understand the rules of searching before they can
do so. Using affinities to find an authority on a sub-
ject for which a user needs help is a great way to dem-
onstrate the benefits of publishing affinities.
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The more the system helps people, the more they
use it. The more people use it, the more accurate,
and thus helpful, are its metrics.

Designing the user interface. Working through the
issues detailed earlier guided our user interface de-
sign. Aside from simply providing places to expose
the features, we wanted to make the user interface
design part of our strategy for setting users’ expec-
tations and answering their questions about privacy
issues.

To achieve this, we included in our user interface
design plan additional goals that would support our
strategies to address those privacy issues:

» Explain what the product does, and why, to in-
crease understanding and set expectations.

« Make privacy safeguards and preferences salient,
to inform users about the choices they can make
to control information concerning them.

» Demonstrate the value of product features to show
what problems they solve and why participation is
desirable.

Following arc some examples of aspects of the LDS
user interface design intended to meet those goals.

Knowledge Map. In the Knowledge Map browsing
interface (scc Figures 1 and 2), users can traverse
the category trec. For any particular category, the
Knowledge Map displays a list of documents clas-
sified in the category and a list of people who have
an affinity for the category. The list of people is sorted
in descending affinity strength, so that the users with
the strongest indications of expertise appear first.
This not only helps users find likely contacts more
quickly, but also reinforces their understanding of
the affinity concept. In turn, this demonstrates the
value of the feature and, by extension, the value of
users approving their affinities’ publication.

On the home page of the Knowledge Map, there is
a hyperlink that brings up an introduction to LDS con-
cepts and Knowledge Map features and behaviors.

A help button is displayed in the Knowledge Map
at all times, which users can click to bring up the com-
prehensive, hyperlinked L.DS help system described
below in the section “Help.”

Person profiles. Our user assistance writers also col-

laborated with the interface designers to craft in-
place documentation to guide users through the pro-
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cess of reviewing and approving affinities during the
editing of their person profiles.

When users edit the affinities section of their pro-
files, in-line help text explains what affinities are and
why they are useful. It shows the choices available
for approving or rejecting affinities and explains the
consequences of each. Also visible during profile ed-
iting is the e-mail analysis option. Again the text ex-
plains the purpose of this feature, as well as why it
is safe and desirable. A help button is displayed in
the profile, offering contextual help about working
with and editing a profile.

Discovery Control Center. In the Discovery Control
Center (as shown in Figure 5), the system admin-
istrator can adjust the system privacy policies as de-
scribed above. The controls help to clarify the avail-
able privacy policy choices. The administrator can
also modify the content of the three types of auto-
matic e-mails that the system sends to notify users
about affinities.

Help. To increase users’ understanding of the prod-
uct and set their expectations, our user assistance
writers created comprehensive explanations and ex-
amples in the product help system. Figure 6 shows
the help “overview” screen, and Figure 7 shows an
example of help on specific aspects of privacy pro-
tection. They provided not only the usual descrip-
tions of product features, but also included concep-
tual overviews and concise descriptions of how
various features touch on issues of privacy, such as
the use of e-mail in helping to determine affinities,
as shown in Figure 7.

Summary

The Lotus Discovery Server is a knowledge manage-
ment product with tremendous potential to enlighten
users about the scale and scope of their information
and to help them locate and assess people of author-
ity in arcas of their interest. Our work showed that
asuccessful knowledge-management system must re-
veal relationships between people and other entities
without sacrificing trust. We learned about a num-
ber of privacy issues particular to a knowledge man-
agement product. These led us to a set of strategies,
which we effected in the design and implementation
of the product’s features and user interface. Among
the essential strategies were displaying and deriving
knowledge from appropriate information, explain-
ing privacy policies to users and administrators and
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Figure 5  Discovery Control Center
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giving them control over their information, and re-
specting existing security policies.

We believe these strategies helped us to protect the
product’s users, to allay their concerns, and to ad-
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Figure 7 Example of help on privacy specifics
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| organization chooses to use e-mail to generate affinities, it's important to understand the following:

» |otus Discovery Server does not use e-mail to generate affinities by default. In most cases, if an organization
chooses to use e-mail to generate affinities, it must notify people and secure their consent before enabling
Lotus Discovery Server to use e-mail in this way.

e Lotus Discovery Server does not e-mail documents or data in K-map.
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an afternoon running club,the user may develop an affinity for a K-map category such as "Running" only if
a category like this already exists in the category tree.

i
|
i
i
i

| If necessary, see your server administrator for more information. If your organization chooses to use e-mail to generate affinities,
| the Affinities page of your person profile may display a "Periodically review e-mail for evidence of affinities" option in edit mode.
If available, select this option to grant Lotus Discovery Server permission to review your e-mail for affinity evidence, or deselect

vance the value of the product in a way that encour-
ages them to use it effectively. Since the product first
shipped, we have continued to learn about users’ ex-
periences with it in the real world, exploring ideas
for improvements and enhancements that better
achieve knowledge management goals while still re-
specting our customers’ privacy concerns.
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